PwC IT Governance Toolkit*
Process maturity assessment

*connectedthinking PRICEWATERHOUSE(COPERS




Contents

e

. PwC and ISACA

. Objectives

. Setting the scene

. Maturity assessment

1. Workflow Explained
2. Business goals / IT goals / Risks

3. Detailed control quality assessment & high level maturity
assessment

4. Reporting

. EXxercise
. Q&A




1. PwC — Global
PRICEWATERHOUSE(COPERS

Audit And Assurance PwC Advisory Tax & Legal Services

PwC offers services related to: PwC offers strategic and PwC develops management
operational advice and supports || strategies and fiscal and
> Financial audit en control its clients with: juridical planning in the
> Leaders in the development following domains:
of non-financial performance || > Strategy en regulation
reporting > Efficiency improvement > Corporate Tax
> Complex financial accounting | | > Transactions support > Indirect Tax
issues > Risk management > VAT
> Mergers & Acquisitions > Payroll services

PwC Belgium : Key figures
1 336 people — 4 offices — 180 million EUR turnover in 2006-2007
(Brussels, Antwerp, Ghent and Liege)

The PwC Network : Key figures
142 000 people — 800 cities in 149 countries - 22 billion USD turnover in 2007

At PwC we draw on our collective knowledge across the country borders to bring world
class thinking to clients and to make connections that make businesses work.

We use our network, experience, industry knowledge and business understanding to
build trust and to develop fresh perspectives and practical advice adapted to our
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2. PwC and ITGI / ISACA

PricewaterhouseCoopers has been a long-time contributor to COBIT and plays an
active role in the further development of this framework

PwC is the engagement partner for both strategic and operational assistance for ITGI

Global IT Governance Status Report

PwC is involved in:
« |ITGC
« VallT Steering Committee
 CobiT Steering Committee
« Future IT related risk management framework.

GOVERNANCE PRI CEWATERH OUSECCUPERS
INSTITUTE®
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3. Objectives

- Based on the involvement in developing the framework and the
experience of working with COBIT, a maturity assessment
methodology and supporting tool was developed by PwC. The
tool, called Tr-ICS (Technology Related In-Control Services), is
based on COBIT (currently v4.1) and is used to measure IT
process and control maturity

« We would like share some info on this tool, how it can be
applied and how it can add value in an organisation.
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5. Assessing process maturity

ore question: are my processes and controls performing as required...
CobIT:

Awareness and Policies, Standards and Teols and Autemation Skills and Experise PResponsibility and Goal Setting and
Communication Procedures Accourtability Measuremert:
T T e o deTioT
® Fesmaniton afthe peed | i boc approaches o Some mols ma s | Sl regiad for e proces are o of sccoumabiky and
by ; process and practices, £3ed an seandar esktwptw\s‘ identfied, regponsibiiey ¢ P00 | ouis ara roxclaar and mo
e i poredic The process and policiesare | Thers is no planned spprosch to | Atraining plan does not srist and ne e Sy | e ke s
communicason of he indinad P o g P s g octu iz baeed on ths
reactive basis.
Similar and S p—
processesemare, but b vesponsini,
largely innitve because of | SO spprosches o use of b :df [ i
Thers is awarenessofthe | individual enpertise, i skl equremers.are densfed Lol ls | Soms god susng secuws)
. it eltions; develpe by key imam ok s Soma Thancil meseures are
Some aspects of the process | individuals. this iz not famally “mtablizhed bt onky knoun by
2 | Managemerc are rapeatable because ot |y Training |sprawd:dm response wneeds | 2areed: There s Sanior management. Thers ic
wmmummsm overall | indiidusl arpertze and el ey har s peen atherthan on the basis of an agreed plan | confusion sbout Inconistant monitaing in
some documertaionand | 2c0ursd butareprebably ot | (LT 6 R PR S RS | responsibiley when | [TCSEET
ey ot | appiedcomectly and mey ven be prablamnsoctur and 3
policy and precedurss may shelfuars. culture of blame tends.
i,
3 . gl b b dfned fr e Pocess mponebsy | S SRS oond
Usage of bestpracices S8 Sinda e o of ool and sccourtabity s | IR Wi
Undersnding ofthe need St e doinad and e
E=aai emargas. Gocumermad for si 3 defned and BVESE | Clar ik o business goale
The process, policiss snd | Tools ars baing used for ther basic un vt et e
Mana gement: is mors. A form sl training vlinhas been daue\nvad identified, The process | opoa bt ng
fomma and suctured in s | PIoceduresare defned and | purposes but may not 3l be i but formal training is stll bas awnsris unilkely o oo but ok consiendy
ocumertad for i kay L cibvdanca with e agreed plan s e ol sy | Sppied, el e Sy
commu nicat on. d mdmduahnmmvas ave the full authority b
and may notbe integrated with to enercise the Ideas are beng aco and
one another. Febanatiitin sgcaton! i sppicsion
) Processsound and
compless, intemal bast Shill raquirernents are rowinely updatsd | process responsibilny | ECENSY anj Jf;mm!sg
pracicas are i Tools ae plsmertd acconing | Fovallsaas o prRchney i ke b | S cceorei | oremesedond
Undersandog ofthe bl | o <os arclardisedplan 4nd 2ome | ol oives rass and cerifcabon i e wodng | gommunicatsd snd nkedea
veurmont Al spects ofthaprocaseare | 11 baen peagried with shar | ancourage gm0 | business gosts and
documertad and repeatsble, | have Been s 9 inawaythatenables a | o oragic plan. IT Balsnced
communicstion | Polcas have been Spp e s s s e it | rssonere || SR LS,
wathmiaues are appied and | and Sgnad-o Tols s bongurd i v s | S0 e i discharge his s
Sandant communcaon | | Mansqemert, Stndards for | o auomats e ' A same greas with exception
ool ra n e Guvsoping and mancsiing | procecs snd moniey cscal el e e e ied and | revaricakusfeln | 14 by mansgement an
theprcessesind | | Scuries and cotrle the efisctiveness ofthe Baining plan i Sfﬁéi:",“"ﬁ‘““s Fandardissd, <ominuous
:dh!md s s imnp rovement is em erging,
o praes | SRR O e et | Ve e Sl s S I T T
et ajlooking | Eiomalbestpractcasand | e vprce gmﬁzﬁLmﬁp":;uez.;r:;«;ms, et | Prcessovmenan miumm{‘."tslmsmgq
T wcaion cozs documarse Tooks e flly intagrated uth 1~ | omanizationsl goa decieone andtakce ce | 90315 by gobl applcation of
i, | fioked o awomared St eppare e masesss | Traring ard sty poos ol | phreporciiitae | TE S
mature communication policies and procedures are Tools are being used ta suppert. bestpractices and use ”F"d'"q’dq’ been cascaded doun consistently noted by
Sachniaues e seplied and | standardsed snd ingraad | improvement of the process and concepts and wechnigues, K"““‘g“ﬂ‘ hinuchou the nageent
= gt i cad | s snd-imind Sl devie corerl gharng s scompany cluresnd omamsatonin s Shaloms s apphed. Contious
s are in use, msgemart and exceptions P (AP T mp rovement s 3 way of I

.... keeping in mind organisational and IT goals and risk appetite

Maturity assessments May 2008
PricewaterhouseCoopers Slide 6



5. Assessing process maturity

You can do it at 2 levels
« High level, for the complete set of process practices
- Based on the CoblT maturity statements

MATURITY MODEL

DS8 Manage Service Desk and Incidents

Management of the process of Manage service desk and incidents that satisfies the business requirement for IT of enabling
effective use of IT systems by ensuring resolution and analysis of end-user queries, questions and incidents is:

0 Non-existent when
There is no support to resolve user questions and issues. There is a complete lack of an incident management process. The
organisation does not recognise that there is an issue to be addressed.

* Detailed
- Assess quality of the controls implemented
- Look at the average quality

CoNTROL OBIECTIVES

DS8 Manage Service Desk and Incidents

DS8.1 Service Desk

Establish a service desk function, which is the user interface with IT, to register, communicate, dispatch and analvse all calls,
reported incidents, service requests and information demands. There should be monitoring and escalation procedures based on
agreed-upon service levels relative to the appropriate SLA that allow classification and prioritisation of any reported issue as an
incident, service request or information request. Measure end users’ satisfaction with the quality of the service desk and IT services.
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5.1 We do more than just process maturity assessment...

With our maturity assessment methodology we can help provide
an answer to amongst others following questions:

Are Business Goals and IT Goals aligned?

What are the most important IT Processes for the organisation,
taking into account business and IT Goals and IT Risks?

How mature are my IT processes and IT Controls?

OIORORORS

What is the yearly evolution of my processes?
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5.1 From CobiT to Tr-ICS

CobiT is a generic IT process and control reference guide o~y
and framework U O3

Ay
™
i

i
® b
—_ 3

The IT processes and control framework has to be tailored into a model for
a given (IT) organisation.

Tr-1CS 41

PRICEWATERHOUSE(COPERS [
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51 Tr-ICS 4.1 Features

Fully compliant with CobiT 4.1 (and
upcoming versions)

 New processes

« New and updated control
objectives

Support of new CobiT 4.1

components:

 Business Goals, IT Goals and IT
Processes relationships

* |IT Process Input/Output
relationships

* |T Governance Domain mapping
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5.2 Maturity assessment — Workflow Explained

@ Focus @ Evaluate @ Action

Business Goals

Control Quality (Self)
Assessment . | Remediation Report

High-Level CobiT Process
Level Reporting

IT Goals

IT Governance Report

Process Maturity (Self)
Assessment

sassadoid pasijliolid i/

e

y

Maturity assessments
PricewaterhouseCoopers

May 2008
Slide 11




5.3 Maturity assessment — Detailed Control Quality Assessment
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5.3 Maturity assessment — Detailed Control Quality Assessment

Formalism and awareness:
« The control has been properly documented

- People working in practice are knowledgeable on the set up and
executing of the control

Design effectiveness:
« The control covers the CobIT control objective
Operating Effectiveness

« When looking at day to day practice we can see that the control is
always performed when executing the process
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5.3 Maturity assessment — High Level Process

Assessment

Maturity assessments
PricewaterhouseCoopers
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5.4 Outcomes — Remediation Report

Prioritized overview of Prc

There iz understanding of the need to act, Management is more formal and structured inits
fLwarene and CoOmmunication.

p ro Cesses / m atu rity o atio MManagement is aware of the importance of the technology infrastructure plan, The technology
infrastructure plan development process is reasonably sound and is aligned with the | T strateqgic plan.
dimensions that have to
b e i m p rove d Uzage of good practices emerges. The process, policies and procedures are defined and documented far
. = : nda : all key activities.

There is a defined, documented and well-communicated technology infrastrocture plan, bat it is !
inconsistently applied. Key vendors are selected bazed on the understanding of their long-term techrology
and product development plans, consistent with the organisation direction.

Frocess responsibility and accountability are defined and process owners have been identified. The
process owner iz unlikely to have the full autharity to exercise the responsibilites. !
There iz formal training and communication of roles and responsibilities.

P Frocess Owner - Assign an owner for each CobiT process such that responsibility is clear 0
"

P Fepeatability - Define each CobiT process such that it is repeatable 0
"

F FProcess performance - Measure the performance of each CobiT process against its goals

Create and maintain & technological infrastructure plan that iz in accordance with the IT strategic and
tactical plans. The plan iz bazed on the technalogical direction and includes contingency arrangements and
PO direction for acquisition of technalogy resources. It considers changes in the competitive environment, O
economies of cale for information systems staffing and investments, and improwved interoperabilitg of
platforms and applications.
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5.4 Outcomes — Other

IT Process Importance

Susiness Goals ~ ==—1IT Goals = Risk Agreed |
e
d AN
aturity assessments May 2008
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6. Exercise

Group discussion on the maturity assessment for a process

=> Read material that will be handed out
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/. Conclusions

- CoblT can be used as guidance for performing maturity assessments... But:
« CobIT needs to be interpreted (no 1:1 mapping to an organisation)
 Not all processes are equally important for an organisation
- Maturity of a process is debatable (rarely black on white view)
« You don’t deal with processes, you deal with the people behind the processes

« Tr-ICS and the maturity assessment methodology help to solve these issues by:

« Prioritizing processes
- Making assessments more objective / uniform (less argument)

- Guides assessment logically showing link processes and goals / demonstrating
the impact of actions on process maturity & control quality

- Reports provide insight to management on process performance

- But remember: A fool with a tool remains a fool
\Proper interpretation explanation of the results and approach needed

Maturity assessments May 2008
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Tr-ICS 4.1 — The new IT Governance
Tool

For any questions:

Gert Du Preez

Stijn Goossens
stijn.goossens@pwc.bbe
Bart Peeters
bart.peerters@pwc.be
Christophe Verniest

christophe.verniest@pwc.be
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