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Session Objectives

ÅDiscuss key trends in cloud computing from an 
assurance perspective

ÅIdentify current and emerging risks related to the use 
of cloud computing

ÅUnderstand key challenges when auditing the cloud

ÅHelp practitioners in defining applicable assurance 
framework(s)

ÅDiscuss how to address cloud computing risks starting 
from the assurance framework
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Agenda

Part 1

ÅUnderstanding the cloud

ÅCloud risks

Part 2

ÅCloud risk management

ÅMonitor the cloud
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Letôs get to know each other

Dan Cimpean is Partner of Deloitte Enterprise 

Risk Services (ERS) in Belgium and leads the 

ICT Audit and Control Assurance group. He has 

more than 10 years experience in providing IT 

Audit and Assurance services to a large 

number of organizations. Member of ISACA 

and IIA, he holds a CGEIT, CISA, CIA and ITIL 

foundation certifications.

Cedric Lempereur is Manager of Deloitte 

Enterprise Risk Services (ERS) in Belgium in 

the ICT Audit and Control Assurance. He is 

specialized in ICT Audits, SAS70 projects, IT 

Risk Assessments projects. Member of ISACA 

and IIA, he holds a CISA, CIA and ITIL 

foundation certifications.
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Understanding the Cloud
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Cloud computing is more of a 

business issue

ÅCreates a major shift in how 

businesses can process 

information and manage IT

ÅBusiness leaders are 

increasingly familiar with it 

and recognize its potential
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Current IT challenges
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Cloud families

Software-as-a-Service 

(SaaS)

Platform-as-a-Service 

(PaaS)

Infrastructure-as-a-Service 

(IaaS)

As-a-service delivery 

of applications 

targeted at private 

and business users

As-a-service delivery 

of tools for 

development, 

testing, deployment, 

hosting & application 

maintenance

As-a-service delivery 

of virtual CPUs, disk 

space,  and 

database services 
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The cloud market evolution

ÅThe different segments 

of the cloud computing 

market show different 

maturities and adoption 

levels

ÅSaaS definitely 

represents the largest 

portion of the market but 

PaaS and IaaS have 

higher growth potential Source: Gartner
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SaaS market evolution

10

ÅContent, Communication and 

Collaboration (CCC) - expected to 

grow at 18,7% during the coming

five years, reaching 5,07 billion USD 

in 2013 e.g. Webex, Sumtotal, Lotus

ÅCustomer Relationship 

Management (CRM) - expected to 

grow by 17% during the coming five 

years, reaching 4,02 billion USD in 

2013

ÅIntegration-as-a-Service (Int.aaS) 

- expected to grow by 4,8% during 

the coming five years

Source: Gartner
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Cloud computing is disruptive due 

to its key characteristics

Pay-as-You-

Go
Highly 

Abstracted

Multi-Tenant

Immediately 

Scalable

Variable payment  

based on the actual 

consumption of the 

users

Allows numerous enterprises to 

subscribe to the computing capabilities 

while retaining privacy and security

Hardware and related 

infrastructure is highly 

abstracted from the 

users 

Usage, and therefore cost, 

can be scaled up or down 

with no contract or 

penalties
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Is getting complicated...

Cloud user 

organizations

Cloud service providers

SaaS
PaaS

IaaS

Applicable assurance 

standards and frameworks

Business 

opportunities

Risks & need 

for assurance

Models of 

cloud 

business use
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Business opportunities

Use of ñpay-as-you-goò model instead of purchase/lease

Move IT costs from CAPEX to OPEX

Reduce the amount of IT 

capital spending
Optimize resources and re-allocate 

them to other value creating activities

Reallocation of resources

Gain greater flexibility on architecture and sourcing

Scale up and down as needed

Maximize efficiency, accelerate time to value

Reduce time to start up and complete projects

Increase Business Agility
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Models of business use (1/3)

ÅCloud services are provided by 

vendors and are accessible over 

the Internet or a private network

ÅThis model uses one or more 

data centers that are shared 

among multiple customers

ÅVarious degrees of data privacy 

and control involved

Public Cloud
(incl. Community Cloud)
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Models of business use (2/3)

ÅArchitecture modelled after 

public clouds, but theyôre built, 

managed, and used internally

ÅShared services model with 

variable usage of a common 

pool of virtualized computing 

resources

ÅData is controlled within the 

organization

Private Cloud 15
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Models of business use (3/3)

ÅThis is a mix of public cloud 

services, private cloud 

computing architectures, and 

classic IT infrastructure

ÅThe hybrid model has to meet 

specific needs

Hybrid Cloud 16
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Horror Stories
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Horror Stories

Å December 2010 ïCompany M.

ïIncident: identifies a leak in their cloud services for exchange 
services

ïResult: Address books were accessible amongst the entire 
customer community

ïResolution: Resolved in 2 hours

Å February 2011 ïCompany F.

ïIncident: accidentally deletes 4,000 pictures from users

ïResolution: none

Å December 2009 ïCompany A.

ïIncident: Web service hit by Zeus trojan

ïResult: Out of service for couple of hours

Å Other good examples ?
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Cloud Risks
19
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Cloud impact on organizational 

model

20

People

Processes

TechnologyTechnology
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Significant risk domains

Cloud user 

organizations

Cloud service providers

SaaS
PaaS

IaaS

Organization 

readiness

Business-IT 

alignment

Vendor 

maturity and 

viability

Control and 

compliance

Availability and 

performance

Security
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Cloud risks - Security

Obstacle to overcome Main Risks

ÅPerimeter gets extended

ÅThreats from new technologies

ÅLack of security standards

ÅTarget for cybercriminals

ÅPhysical becomes logical

ÅAuthorization & authentication

ÅLack of control on provider

ÅUnclear ownership on tasks

ÅIncreased exposure of internal 

infrastructure via interfaces

ÅLoss/theft/corruption of data

ÅLack of visibility into logs and 

investigations support

ÅApplication development 

lifecycle
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Cloud risks -

availability and performance

Obstacle to overcome Main Risks

ÅCloud providers can depend on 

other (Cloud) providers

ÅTrust on Quality of Service 

guarantees

ÅLatency in communications

ÅChange in Cloud ownership or 

ñforce majeureò (stability)

ÅArchitecture resiliency, not only 

guarantees on availability

ÅLess uptime guarantees than 

required by applications

ÅDisruption of service

ÅLoss of data, data retention

ÅPoor performance, resource 

exhaustion

ÅLoss of connection
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Obstacle to overcome Main Risks

ÅShift in compliance to the cloud 

provider but not liability

ÅThe cross-border nature of 

cloud complicates control

ÅRegulations can be a limiting 

factor for data movement

ÅGovernmental and regulatory 

authorities still looking into the 

matter

ÅReduced ability to deploy 

controls

ÅNon compliance with internal 

policies, laws or industry

standards (e.g. Privacy, PCI 

DSS, HIPAA, NIST, etc.)

ÅInadequate conditions in 

contracts or difficult to enforce

ÅLoss of ownership of data or 

intellectual property

Cloud risks -

control and compliance
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Cloud risks -

vendor maturity and viability

Obstacle to overcome Main Risks

ÅNew players

ÅData may not move easily 

between cloud service 

providers

ÅDifferent  providers might have 

different browser requirements

ÅLegacy applications might not 

be ñcloud-compatibleò because 

of specific HW requirements 

ÅVendor lock-in or difficulty to 

migrate from one provider to 

another 

ÅUnknown reliability or maturity 

of the provider

ÅFuture availability of functions

ÅLack of interoperability

ÅOutsourcing ïthird, fourth 

parties
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Cloud risks -

IT organization readiness

Obstacle to overcome Main Risks

ÅIT costs shift from CAPEX to 

OPEX

ÅShift in IT role & responsibility

ÅBusinesses needing to 

reconcile fast moving needs 

and a large number of more 

abstracted vendor solutions

ÅInternal control of changes

ÅOverall integration and 

coherence of solutions

ÅInability to adapt internal IT 

organization and /or 

architecture to cloud

ÅInability to adapt governance 

framework and controls to 

cloud

ÅLoss of governance and control

ÅUnclear ownership around 

tasks

ÅTrustworthiness of insiders
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Cloud risks -

business-IT alignment

Obstacle to overcome Main Risks

ÅBusiness departments can 

easily start using cloud 

services without the IT 

department always being 

aware

ÅNeed to adapt the existing 

governance structures for cloud

ÅCloud services not aligned with 

business needs or corporate 

strategy

ÅMisalignment with IT strategy

ÅInappropriate governance 

structure and/or controls in 

place

ÅComplexity of integration with 

active (legacy) systems
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What to do from an assurance 

perspective ?

How to mitigate the

Risks from the 

cloud

28
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Standard risk management

Cloud Risk 

Management

...may help organizations address the risks of adopting cloud 

computing, but up to a point...

Evaluate the risks, 

business and 

compliance impact of 

adopting cloud 

computing

Define a tailored 

governance, 

contractual and/or 

assurance framework 

for cloud

Establish an ongoing 

monitoring program to 

assess if cloud risk 

levels are in line with 

appetite 

Embed the defined 

controls and 

frameworks into cloud 

computing 

implementations
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Cloud Risk Management
30
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Standard risk management

Cloud Risk 

Management

...may help organizations address the risks of adopting cloud 

computing, but up to a point...

Evaluate the risks, 

business and 

compliance impact of 

adopting cloud 

computing

Define a tailored 

governance, 

contractual and/or 

assurance framework 

for cloud

Establish an ongoing 

monitoring program to 

assess if cloud risk 

levels are in line with 

appetite 

Embed the defined 

controls and 

frameworks into cloud 

computing 

implementations
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ÅIdentify and assess new and emerging 

risks

Åimpacting the user organization

Åimpacting the cloud service provider

ÅPerform a risk assessment

ÅIdentify key risks and set priorities

Assess

32
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Level  4 Individual Risks

Level  3 Risks Sub-cat

Level  2 Risks Categories

Risk Map and Risk Link

Level  1 Risk Classes

3
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Risk assessment approach

Å Risks identified will be assessed in terms of:
ü Impact: inherent risk towards organization objectives 

(i.e. before controls are considered)

ü Vulnerability: residual risk towards organization 
objectives (i.e. after controls are considered)

Å Scale of 1 (low) to 5 or 6 (high) for both voting 
criteria

Å Debrief of overall voting results and risks with 
spread voting
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Example of overall voting results
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