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IT Security Forum
Wednesday 12 of December 2007
What is the real threat landscape?
Topic:

What are the threats you are facing today: viruses, Trojans, worms, mobile threats, spyware, adware…? What does it mean for your enterprise? How are your customers vulnerable? What are the strategies and solutions you developed to counter them? What are our means against the increased professionalization and commercialization of malicious activities?

Facilitators:
Mr. Marc Vael, Protiviti & ISACA BE Certification Officer
Mrs Annick Loks, ING Belgium & ISACA BE Education Officer
***

The facilitators of this IT Security Forum introduced the topic by presenting the following slides:
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The participants open immediately the discussion and the following points were on the agenda:

· Hacker groups (ndlr criminal organizations) are nowadays very well organized and have R&D as well as Finance teams. This gives them an agility to adapt the attacks to the context, which many private companies cannot have.

· The price for obtaining fraudulent information sold on Internet depends on the use that can be made with that information and the money that can be obtained.

· The regionalization of the malicious code types, that seems to appear in the statistics is difficult to interpret; it can perhaps depend on :

· the users’ maturity (in some regions, they are perhaps more targeting money and so “Trojans” and “Back doors” are more frequent).

· the level of protection in the different Regions (the computers in the regions less protected continue to be infected and they continue to spread virus, worms…).

· 7 out of the 10 top “staged down-loaders” (files downloaded from remote addresses) are automated and do not require any user intervention.

· Security issues would really be improved by complete redesign of architecture (code trusted without possibility to change it, virtual machine for remote access in order to have complete control and avoid risks introduced by home PCs…)

· Employee awareness is very important, especially when the employees bring company information at home (access from home PCs, usage of USB keys…) or when they intervene on Internet using professional information like e-mail address, when they subscribe on networking sites…

Some companies have policies in order to control that and make employees aware of the risks for professional information even in private usage of Internet.

· ISACA has published some security guidelines for home workers.

· ISACA could suggest to the future government to raise security awareness of the citizens in general but also to add security awareness at school (relatively early – from the end of primary school).
Many thanks to Marie-Jeanne Toussaint for having contributing to these minutes.
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Agenda

		Welcome

		Introduction of the topic

		Forum discussion

		Conclusion
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Welcome

		Form



		to exchange ideas, suggestions and practical examples around a hot IT security topic in an open and interactive manner

		to provide all people interested in IT Security with a unique opportunity to keep up-to-date with the newest/hottest topics in the IT Security arena and at the same time offer a platform to have regular contacts with peers to brainstorm and exchange ideas in order to get concrete answers to burning questions 
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Welcome

		Who’s Who?

		Name

		Function

		Company

		Interest in today’s Forum







Brussels, December 2007



Welcome

		Confidentiality



		Reportable but 

not attributable
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Introduction to the topic

		Mrs. Annick Loks

		Mr. Marc Vael
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Introduction to the topic

		Increased professionalism & commercialization of malicious activities

		Threats increasingly tailored for specific regions

		Increasing numbers of multi-staged attacks

		Attackers targeting victims by first exploiting trusted entities

		Convergence of attack methods
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Introduction to the topic

		Increasing numbers of multi-staged attacks
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		Increasing numbers of multi-staged attacks
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Introduction to the topic

		Attackers targeting victims by first exploiting trusted entities
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Introduction to the topic

		Global attack trends

		US = targeted by most DoS attacks (61% of total Q1-Q2 2007).

		Israel = country with most malicious activity per Internet user Q1-Q2 2007 (followed by Canada and US).

		Identity Theft

		Education sector = 30% of data breaches

		Theft/loss of computer or other data-storage medium = 46% of all data breaches

		China = 29% of world’s bot-infected computers (Beijing)

		Home users = most highly targeted (95% of all targeted attacks) 
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Introduction to the topic

		EMEA attack trends

		US = origin of 35% attacks in EMEA.

		UK = most targeted by DoS attacks (46%)

		18,616 active distinct bot-infected computers per day in EMEA (41% of total)

		Germany = highest number of bot-infected computers (23%)

		Madrid (Spain) = city with the highest number of bot-infected computers

		home user sector = most highly targeted sector in EMEA (99,4%)

		Israel = most malicious activity per Internet user in EMEA (followed by Poland & Spain).
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Introduction to the topic

		Global vulnerability trends

		2,461 vulnerabilities in Q1-Q2 2007 (-3%)

		61% of vulnerabilities disclosed during Q1-Q2 affected Web applications (-66%)

		72% of vulnerabilities documented in Q1-Q2 were easily exploitable (-79%)

		Average exposure window for vulnerabilities affecting enterprise vendors = 55 days

		39 Microsoft Internet Explorer

		34 Mozilla

		25 Apple Safari 

		7 Opera
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Introduction to the topic

		Global malware trends

		212.101 new malware threats in Q1-Q2 2007 (+185%)

		Trojans =  73% of top 50

		Threats to confidential info = 65% of top 50 

		Malware targeting online games = 5% of top 50

		43% of worm infections = in EMEA

		46% of malware propagated over SMTP
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Introduction to the topic

		EMEA malware trends

		Trojans = most common malicious code type in EMEA (68%)

		UK = top EMEA country for potential infections of back doors & Trojans

		India = top EMEA country for potential infections of viruses & worms

		Threats to confidential information = 61% of the top 50

		Threats that allow remote access (back doors)= 87% of confidential info threats

		Email attachments = used by 49% of propagating malware
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Introduction to the topic

		Global phishing trends

		196.860 unique phishing messages in Q1-Q2 2007 (+18%)

		Financial services sector = 79% of brands used in phishing attacks

		59% of all known phishing websites = US based
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Introduction to the topic

Most Targeted Industry Sectors

Source:
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Introduction to the topic

		EMEA phishing trends

		Germany 

		highest % of phishing websites in EMEA (22% of region’s total)

		second highest country worldwide for phishing

		Karlsruhe (Germany) = city with most phishing websites
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Introduction to the topic

		Global spam trends

		61% of all monitored email traffic in Q1-Q2 2007 (+2%)

		60% of all spam = in English (-5%)

		0,43% of all spam email contained malicious code or 1 per 233 messages (-0,25%)

		Spam related to commercial products = 22%

		47% of all spam detected worldwide = from the US

		27% of all spam blocked = image spam
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Forum discussion

		Which threat did your company have to face during these last months?



		What were the consequences?

E.g. 	business disruption

		reputation

		confidentiality breach

		…



		How was the response organised?



		What were the lessons learned?
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Forum discussion

		How do you perceive the future?



		What will be our first priority?



		What do you expect from the authorities/regulators/…?
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Conclusion

		Landscape for the future…
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Conclusion

		ISF Threat Horizon (over the next 24 months)





Legal

Risk vs. Compliance

Infinite risk acceptance

Legal discovery

Political

Loss of communication links and loss of power



Economic 

Cyber-extortion

Identity theft

Evolving malware attacks

Socio-

cultural 

Abuse of mobile and personal devices

Exploitation of vulnerabilities of public networks
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Conclusion

		ISF Threat Horizon (over the next 24 months)



Aaaaaaaaaa a

Technical

Aaaaaaaa  aaa

Exploitation of patching vulnerabilities of virtual systems

Exploitation of vulnerabilities of RFID

Exploitation of vulnerabilities in architecture and products
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Conclusion

		BT Counterpane Forecast

		Convergence of physical and network security

		Increasing importance of correlation

		Rise of end-to-end security

		Bad countries? Or just bad people?

		Need for clear policy: defining un authorised use and unauthorised access

		Misspent youth: why business won’t be hiring reformed hackers?

		New policy in the portfolio: do you have a cyber-insurance?

		Recalculating security as a cost of doing business

		Increased impact of social networks on security
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Conclusion

		Gartner
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Next IT Security Forum

		Suggestion for a next topic?
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Thank you!
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Figure 1. Use of automated phishing toolkits, January-June 2007

Source: Symantec Corporation
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Figure 2. Location of malicious code by type
Source: Symantec Corporation
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1 Credit Cards 22% $0.50-$5

2 Bank Accounts 21% $30-$400

3 Email Passwords 8% $1-$350

4 Mailers 8% $8-$10

5 Email Addresses 6% $2/MB-$4/MB
6 Proxies 6% $0.50-$3

7 Full Identity 6% $10-$150

8 Scams 6% $10/week

9 Social Security Numbers 3% $5-$7

10 Compromised UNIX® Shells 2% $2-$10

Table 1. Breakdown of goods available for sale on underground economy servers
Source: Symantec Corporation
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Figure 3. Brands phished by sector
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1 Zlob Trojan Redirects browser to malicious Web page

2 Vundo Trojan Downloads files from remote addresses

3 Mixor.Q Worm Downloads files from remote addresses

4 Anicmoo Trojan Downloads files from remote addresses

5 Skintrim Trojan Downloads files from remote addresses

6 Metajuan Trojan Downloads files from remote addresses

7 Stration Worm Downloads files from remote addresses

8 Wimad Trojan Uses Microsoft® Windows Media® Digital Rights Manager to trick
user into downloading files

9 Nebuler Trojan Downloads files from remote addresses

10 Secup Trojan Displays fake security alerts to trick user into downloading files

Table 3. Top staged downloaders
Source: Symantec Corporation
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Figure 2. Threat Matrix for Cyberthreats, 2006
impact years to mainstream invasion
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