
Access Governance overview and
Brainstorm session
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TOOLS FOR 
ACCESS CONTROLS AND 
ACCESS MANAGEMENT
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BHOLD Company

o Dutch software company, founded in 1997

o Continuous focus on Management and Control of user access 

(Role based Access Control and Compliance solutions) 

o Offices in Germany (Munich), USA (New York), Netherlands (Utrecht), 

and UK (London)

o Focused Go-to-Market strategy based on IT-Auditors & Microsoft



IT Security & Compliance
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Dynamics & Operational efficiency
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Immediate action required –
According to auditors
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Main Characteristics of Access Governance
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Added Value of Access Governance
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Analysis Predefined Dashboards



Perform Impact Analysis (1)

Define your rule in business language :

Show all External Users with less than 3 
Permissions and the Users violating 
this rule.
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Perform Impact Analysis (2)

Analyze results. 
Optionally refine 
the rules and re-
run the impact 
analysis.



Testing CobiT Controls
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Testing CobiT Controls
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Testing according to Audit Framework



Practice - Tested according to Audit Framework



Practice - Tests results
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Practice - Testing Segregation of Duties



Practice – Access Rules for Health-care
derived from legislation
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Practice – Access Reporting
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Eƒ Support customer in 
authorization management 
processes

Eƒ Design RBAC model
Eƒ Embed in IAM program
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Eƒ Support customer in self-control
Eƒ Define re-certification 

processes
Eƒ Pre-audits & Semi-continuous

auditing
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Eƒ Reviews of Authorization 
Matrices

Eƒ Check violations
Eƒ Report to management



Practice - Case TRIODOS
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Practice – Case Audit at Equens
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Access Governance Approach
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•Kick off
•Validate key data, 
applications and 
systems
•Timelines
•Key contacts
•Obtain HR lists
•Obtain ACL-data

•Obtain generic 
existing access 
control rules (e.g. 
from security 
policy)
•Obtain specific 
authorization 
matrices for the 
application

•Report on findings, 
risks and suggestions 
for improvement
•Add to audit file



Conclusion
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Membership role
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Outlook of role based management
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BRAINSTORM SESSION ON 
ACCESS GOVERNANCE



Objective and Approach
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Theme 1 : Defining the Business Case
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Theme 2 : Defining Business Rules
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Theme 3 : Defining the Operating Model
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